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ABSTRACT
RMON standard provides a robust tool to monitor various network and console systems because it influences the exchange on network-monitoring data. Importantly, an administrator needs to decide where to locate RMON software to monitor the nine elements. RMON framework provides four measurement layers that influence the location of the probe modules. The four location layers include data-link, network, transport, and application layer. 
Further, the choice of advanced RMON-2 version is a strategic intervention because of the ability to support extensive support of the nine monitoring-element groups in a system. The RMON deliver information in the monitoring-element groups and each provides a specific set of data that match the network requirements. The core RMON groups include Statistics, History, Host, HostTopN, and Matrix. Some of the RMON groups depict a level of cooperation, which bolsters the caliber of the communication process.








Roadster Corp’s Remote Network Monitoring (RMON) Probes and Identity
The contemporary agent-manager mechanisms in SNMP framework only notifies or alerts the network when an event occurs. However, overreliance on the SNMP Agent-Manager relationship to manage the connection among the nodes in a network has a fundamental drawback because of the scanty information captured (Miller, 2009). Therefore, achieving robust monitoring for the Roadster’s MIS Network is an essential task for a network administrator, which necessitates adequate decision about the location of RMON Probes, parameters, and effective communication modules.	
Ideal Location of RMON Probes
	The RMON framework provides four measurement layers that influence the location of the probe modules. The four layers facilitate the measurement of the network’s MIB (Rouse & Horner, 2010). The RMON2 version merits in Roadster’s MIS Network because of the ability to take MIB measurement at one level and accomplish aggression in another layer. Therefore, the pertinent locations, which depict the MIB measurement layers, include data-link, network, transport, and application layer. 
The RMON 2 extends the caliber of architecture defined in an RMON-1 capability. The RMON-1 standard is best suited at the Network layer and provides the data-link layer with aggregated statistics (Karris, 2009). Further, the RMON-1 is designed to facilitate the generation of alarms to alert the managing unit when the overlap of the threshold occurs (ibid). The RMON-1 standard also aims to filter and capture the packet content in an Ethernet statistic group, history control group, and alarm group (Miller, 2009). Therefore, an advanced RMON architecture is ideal to enhance the efficiency of traffic control and monitoring capabilities in a network. 
Ideally, RMON 2 version, which is described in RFC 2021, provides a robust standard of network control because of the extended attributes. The RMON 2 can be located in the application layer that helps a network administrator to improve the level of data analyses (Karris, 2009). The RMON 2 version is also built in other MIB layers that include data-link and network aggregation levels (ibid). Increased layers of MIB standards aim to support multiple components that include protocol directory group, protocol distribution group, address mapping group, and network layer-host group (ibid). Other RMON groups include application layer-host group, application layer matrix, user history, and probe configuration (Cole, Kalbfleisch, & Romascanu, 2003). Installation of the RMON 2 version in the application, data-link, and network layers benefits a network monitor to exchange monitoring data and report the packets on all layers.  
Monitored RMON Parameter Groups
	The success of an RMON standard hinges on the ability to maximize the probes and clients to obtain information about the system using the nine distinctive monitoring groups. First, the Statistics Group parameter uses the RMON probe to monitor the level of the interface on the devices (Cisco System Inc, 2017). The pertinent data monitored in an Ethernet Statistic Group include the number of packets, bytes, types of packets, errors, and collisions sent or received (ibid). The RMON probe also reports the number of counters for each interface on the monitored device. 
	Secondly, the History Control Group is another prominent parameter monitored using RMON probe and client (Cole, Kalbfleisch, & Romascanu, 2003). The focus on the parameter aims to specify the type of data and the frequency of sampling (ibid). The critical function of a History Group is to report the statistical samples from a network and store that an administrator can retrieve in future (Cisco System Inc, 2017). The primary elements apparent in the parameter include sampled items, sampling period, and frequency of sampling (ibid). Thirdly, the Alarm Group is an integral parameter because it takes statistical samples from the variables on probes and establishes configured thresholds (ibid). An event alarm is generated when the variables cross the specified threshold (ibid). The core elements evident in the Alarm Group include an alarm table, interval, start-and-stop thresholds, as well as event groups. 
	Other control parameters include the Host Group, HostTopN, and Matrix. The Host Group entails elements that include host address, packet, and bytes, which report statistic associated with the host discovered in the network (Rouse & Horner, 2010). Equally, the HostTopN incorporate statistic, hosts, sample start and stop period, and rate base to prepare tables to describe the hosts on an ascending order (ibid). The Matrix Group aims to store the statistics for the conversation between two addresses (Cisco System Inc, 2017). The source and destination address pairs are the primary elements used to create a conversation entry in its respective table. 
	The last three parameters focus on filtering and control the generation of events. The Filter Group, Packet-Capture, and Event Group influence the functioning of the RMON probe. The Filter Group enables the probe to match the packets using a filter equation (Karris, 2009). The parameter influences the data stream because of the ability to capture or generate an event using elements that include Bit-filter type and conditional expression (ibid). The Packet-Capture parameter is dependent on the cadre of matched packets that forms data-stream and flows through the channel (ibid). Lastly, an Event Control Group influences the generation and notification of the events from the device (Cisco System Inc, 2017). The interconnectivity of the nine parameters plays a critical role to influence the communication process. 
Communication Process 
	Cisco IOS XE provides a sufficient manual to harness the communication process for the Roadster Corp MIS Network. RMON standard delivers information to the nine monitoring groups where each provides a specific set of data that meet the network requirements (Cisco System Inc, 2017). The RMON standard utilizes the Event and Alarm Notification Groups to enhance the cadre of communication (ibid). The RMON thresholds aim to minimize the number of notifications sent through the network. 
Specifically, RMON Alarms stipulate the sampling interval and threshold using four types of MIB object. The RMON Alarm sets the ‘Rising-Alarm Trap’ and ‘Falling-Alarm Trap’, which occur when the problem exceeds the respective threshold value (Cisco System Inc, 2017). A network agent receives a notification on condition that it recovers from a falling-alarm trap (ibid). The four MIB objects that influence the type of threshold-value that an agent receives include Counter, Gauge, Time-ticks, and Integer (Cole, Kalbfleisch, & Romascanu, 2003). The RMON Event standard utilizes a table of events to report to the RMON probe (ibid). Notably, an event can be triggered by a condition that affects any of the four types of MIB object. Therefore, RMON Alarm and Event thresholds enhance communication using any of the four MIB-object types to affect the alarm-Table. 
Types of Information Captured 
	The interactions of RMON Alarm-and-Event standard, which represents the management station and any of the four MIB-object types, yield two types of information. The hcRising-Alarm and hcFalling-Alarm are profound when an administrator integrates a high capacity RMON framework (Cisco System Inc, 2017). The manifestation of hcRising-Alarm and hcfalling-Alarm information depends on the type of threshold-value crossed respectively (ibid). Reliance on a high capacity RMON alarm-and-event standard is integral to improve the management environment. 
Moreover, the two types of information achieved influence the overall management environment because their manifestation indicates the monitored variable exceeds or falls below the stipulated threshold-value. The Alarm-and-Event standard also aids an administrator to monitor the MIB objects using the outlined intervals and counter values (Cisco System Inc, 2017). The hcRising-Alarm and hcFalling-Alarm necessitate response actions to be executed, which include creating a log-entry as well as generating an SNMP trap respectively.
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